NudopmanuoHHasi naMATKA IJ151 00Yy4AHOLIUXCH VISl PAa3MeELIeHUs HA
opunuaabubix UHTEpHET-pEcypcax

C KaXJbIM TOJIOM MOJIOJIC)KH B MHTEPHETE CTAHOBUTHCS OOJIBIIE, a IKOJIbHUKH
OJHU U3 CaMbIX AKTUBHBIX NOJIb30BaTesnel Pynera. Mex iy TeM, HOMUMO OTPOMHOTO
KOJINYECTBA BO3MOXKHOCTEH, MHTEPHET HECET W MpOoOJIeMbl. DTa maMsaTKa JOJDKHA
IIOMOYb TeOe 0e30IacHO HaXOAUTHECS B CCTH.

KoMnbroTepHbie BUPYCHI

KoMmmbioTepHbIlli BHUPYC — 93TO Pa3HOBHIHOCTh KOMIIBIOTEPHBIX IPOTPAMM,
OTJIMYUTEIHLHON OCOOEHHOCTHIO KOTOPOH SIBJISIETCA CLIOCOOHOCTH K Pa3MHOXKEHHIO.

B nononHeHue Kk 3T0My, BUPYChl MOTYT MOBPENUTH WIH MTOJTHOCTHIO YHUUTOXKUTH BCE
daiiael U JaHHBIC, TMOJAKOHTPOJBHBIE MOJIB30BATEN0, OT UMEHH KOTOpPOro Oblia
3alylIeHa 3apak€HHas MPOrpaMMa, a TAKXKE MOBPEIUTh WIM JAXKE YHUUYTOKUTH
OMEPAIMOHHYIO CUCTEMY CO BceMHu (haililamu B 1ieioM. B OonbIIMHCTBE cilydyaeB
pacnopoCTPaHSIOTCS BUPYCHI YEPE3 UHTEPHET.

MCTOI[BI 3alllUThI OT BPCAOHOCHBIX ITPOI'paAMM:

1. HCHOJ’IBZ’»}’ﬁ COBPCMCHHBLIC OIICPALIMOHHBLIC CHUCTCMBbI, MMCIOIIUC CGpBé?»HBIﬁ
YPOBCHbD 3alIUThI OT BPCAOHOCHBIX ITPOIrpaMM;

2. TloctossHHOo  ycTaHaBiuBail matyu  (IudpoBBIE  3aIlJIaTKH, KOTOpPBIE
ABTOMATUYECKM YCTAHABJIMBAIOTCA C IEJIbI0 JOPA0OTKH MHPOTpaMMbl) U JAPYTHE
OOHOBJICHUS CBOEH OoNepaliMOHHON cucTeMbl. CKaunMBai UX TOJBKO ¢ O(DUIIHATBLHOTO
caiita pazpadboturka OC. Eciu cyiiecTByeT pexuM aBTOMaTHIECKOTO 0OHOBJICHUS],
BKJIFOUM €T0;

3. PaGortaii Ha cBOeM KOMIIbIOTEpE TMOJ TMpaBaMH IOJb30BATENsA, a HE
aIMUHUCTpaTOpa. OTO HE TMO3BOJMUT OOJBIIMHCTBY BPEIOHOCHBIX IPOrpaMMm
MHCTAJUIMPOBATHCS HA TBOEM MEPCOHATBHOM KOMIIBIOTEPE;

4.  Hcnonwb3yi aHTUBUPYCHBIE MPOTPAMMHBIE TPOAYKTHI U3BECTHBIX
OPOU3BOJUTENIEH,  C aBTOMAaTHYECKUM OOHOBJIEHUEM 0a3;

5. OFpaHI/I‘IB (1)I/ISI/III€CKI/Iﬁ HOCTYII K KOMIIBKOTCPY JIA IOCTOPOHHHUX JIMIL,

6. Hcnonw3yi BHEIIHME HOCUTENH MHGOPMAIIMU, TaKUe Kak (Jenika, JUCK WA
(aiia U3 UHTEpHETA, TOJIBKO U3 MPOBEPEHHBIX UCTOUHHUKOB;

/.  He otrkpblBail KOMMbIOTEpHbIE (ailyibl, MOJYyYEHHBIE U3 HEHAAEKHBIX
UCTOYHUKOB. Jlaxe Te (ailiibl, KOTOpbIE MPUCIIal TBOU 3HaKOMBIN. JIydlile yTouHu y
HEro, OTIPABJISUI JIU OH TEOE UX.



Cerun WI-FI

Wi-Fi - 310 He BH ITepeauu JaHHBIX, HE TSXHOJIOTHS, a BCETO JUIIL OpEH I, MapKa.
Eme B 1991 rony Hunepnasjckas koMmmnaHus 3apeructpupoBaiia opensn « WECA»y,
yTO 0003Hauano cioBocouetanue «Wireless Fidelity», koTopelit mepeBoauTCs Kak
«0OecTpoBOIHAS TOYHOCThY.

Jlo Haiero BpemeHH jolijia apyras abOpeBuaTypa, KOTOpas SIBISETCS TaKOM ke
TexHojoruei. 9to abopeBuarypa « Wi-Fi». Takoe HazBaHue ObLIO JAaHO C HAMEKOM
Ha CTaHJapT BhICIINI 3BYKOBOM TexHUKHU Hi-Fi, 4To B mepeBojie 03HauaeT «BbICOKAs
TOYHOCTB.

Jla, OecrmaTHBIM HMHTEPHET-IOCTYN B Kade, OTENIAX W a’dpomoprax SBISETCS
OTJIMYHOW BO3MOKHOCTBIO BBIXOJIa B UHTEPHET. HO MHOTHE SKCTIEPTHI CUUTAIOT, YTO
obmenocrynabsie Wi-Fi ceTu He SBIISIIOTCS O€30MaCHBIMU.

CoBeTsl 10 6€30MacHOCTH paboTe B 00MIe0CTYHBIX ceTsix Wi-fi:

1. He mepenaBaii cBOIO JMYHYIO HMH(MOpMaILHIO depe3 obOiieaoctynHbie Wi-Fi
cetu. PabGoras B HUX, )KeJaTeIbHO HE BBOAUTH MapOJIH JOCTYIIA, JOTHHBI U KAKHE-TO
HOMEPA,;

2. Hcnonb3ylh u OOHOBJISIH aHTUBUPYCHBIE MporpaMmbl U Opanamayep. Tem
CaMbIM ThI 00€30MAacHIllb ce0s OT 3aKaYKH BUPYyca Ha TBOE YCTPOMCTBO;

3. Ilpu ucnonszoBanuu Wi-Fi otkmoun ¢pynkuuio «O0muit qoctyn K gaiaam u
npuHTepam». JlaHHas GyHKIUS 3aKpbiTa MO YMOJIYAHHUIO, OJHAKO HEKOTOPHIC
MOJIb30BaTENIM AKTUBUPYIOT €€ I yA00CTBa UCIIOJIb30BaHUs B paboTe min yuede;

4.  He ucnons3yit myOnuunsii WI-FI ay1s nepenaum nTuyHbBIX TaHHBIX, HAPUMED
JUTSI BBIXOJIa B COIIMAJIBHBIE CETU WM B AJIEKTPOHHYIO MOUTY;

5.  Hcnonw3yit Tosbko 3anuinenHoe coequnenue yepe3 HTTPS, a ne HTTP, T.e.
npu HaOope BeO ajipeca BBOJAU UMEHHO «https://»;

6. B wMoOwibHOM Tenedone ortkmoun ¢yHkuo «llogkmouenne k  Wi-Fi
aBpToMaTuuecku». He nomyckand aBTOMAaTHUYECKOIO MOAKIIOYEHHS YCTPOWCTBA K
cetssm Wi-F1 6e3 TBoero cornacusi.



ConuajbHbIe ceTu

CoruanbHbIe CETH aKTUBHO BXOJST B HAIIY )KM3Hb, MHOTHE JIFOJU pabOTalOT 1 )KUBYT
TaM IIOCTOsIHHO, a B Facebook yke 3apeructpupoBaH MUIIMAPA YEIOBEK, UTO
SIBIIIETCS OJTHOM CEAbLMOU BCEX KUTEIEU IIJIAHETEHI.

MHorue mnosib30BaTeNy HE MOHUMAIOT, YTO MHGOpMalus, pa3MelieHHas MU B
COIIMAIbHBIX CETSAX, MOKET OBITh HaMJIEHA U UCTIOJIb30BaHA KEM YTOJAHO, B TOM YHCJIE
HE 00513aTEIBHO ¢ 0J1aruMy HAMEPEHUSIMU.

OCHOBHBIE COBETHI 110 OE30MaCHOCTH B COHAJIBbHBIX CCTAX:

1. Orpannys cnucok Apy3eil. Y TeOs B APY3bsAX HE JOJDKHO OBITh CIyYallHBIX U
HE3HAKOMBIX JIIOJICH;

2. 3amuinail CBOK 4acTHYIO XKU3Hb. He yka3biBail maposu, TenedoHbl, aapeca, 1aTy
TBOETO POXKACHUA M APYTYyI0 JUYHYIO HHGOPMAIUIO. 3JIOYMBIIUICHHUKHA MOTYT
UCIIOJIB30BaTh Jla’ke MH(POPMAIMIO O TOM, KaK Thl U TBOW POJUTENH IUIAHUPYETE
MIPOBECTU KAHUKYJIBL;

3.  3ammiiail CBOIO pEemyTaIluio - ACP>KU €€ B YUCTOTE M 3ajiaBail ce0e BOMpOC:
XOTeJ OBl ThI, YTOOBI JPYTHE MOJIB30BATEIN BUICIIH, YTO ThI 3arpysxaeiib? [logymait,
MPEXKJE YEM YTO-TO OIMYOJUKOBATh, HAITUCATh U 3arPy3UTh;

4., Ecnau Tl TOBOPHIIL C JIFOJbMH, KOTOPBIX HE 3HAEIIh, HE HUCIIOIB3YH CBOE
peanbHOE UMS U JPYTYIO JUYHYIO MH(POpPMAIUU: UM, MECTO >KUTEJIbCTBA, MECTO
y4eObl U IIPOUEE;

5. U36eraii pazmemienus ¢dororpaduii B MHTEpHETE, TIE€ Thl U300paXeH Ha
MECTHOCTH, TI0 KOTOPOI MOKHO OMPEICIUTh TBOE€ MECTOTIOJIOKECHUE;

6. Ilpu perucrpauuu B COIMAIbLHON CETH HEOOXOJIMMO HCIOIb30BaTh CIOKHbBIE
apoJu, COCTOSIIINE U3 OYKB U LU(P U C KOJIMYECTBOM 3HAKOB HE MEHee §;

/. s coumanbHOM CETH, MOYTHI U JIPYTUX CAUTOB HEOOXOJAMMO HCIOJIb30BAThH
pasHbie nmapoau. Toraa eciau Te0s B3JIOMAIOT, TO 3JI0YMBIIIJIEHHUKH MTOTY4YaT JOCTYI
TOJBKO K OJTHOMY MECTY, a HE BO BCE Cpa3y.



JJIeKTPOHHbIE I€HbI'H

ONEeKTpOHHBIE JEHBI'M — 3TO OYEHb YJAOOHBIA CHOCOO TUIaTeXEeW, OJIHAKO
CYIIECTBYIOT MOIIICHHUKH, KOTOPBIE XOTST IMOJYyYUTh 3TH JICHBTH.

BHGKTpOHHBIe JACHBI'N ITOABUIIMCH COBCEM HEAABHO U UMCHHO H3-3d4 3TOI'O BO MHOI'X
rocyaapCrsax 40 CUX IIOP HC IMPOIMHUCAHO ITPO HUX B 3dKOHAX.

B Poccum xe oHM ()YHKIIMOHHPYIOT U O HUX y>K€ IIPOIHCAHO B 3aKOHE, TAC UX
pa3aeisIloT Ha HECKOJIBPKO BUAOB — aHOHMMHBIC M HE aHOHMMHBIE. Pa3Huima B ToM,
YTO AaHOHHMHBIC - 3TO T€, B KOTOPBIX pa3peliacTcs IPOBOAUTH OIepamuu 0e3
UJeHTH(GUKAIIMK TT0JIh30BaTEeNIsA, 2 B HE aHOHUMHBIX UACHTH(MUKAIIUH T10JIb30BaTEIsA
SIBJISIETCS 0053aTEIILHOM.

Taxke crmemyer  pasnuyaTh — JJCKTPOHHbIE  (UaTHBIE  J€HBIM  (paBHBI
rOCYJapCTBEHHBIM Balll0TaM) U JJICKTPOHHBIE He(uaTHbIE IEHbIU (HE pPaBHBI
roCyJIapCTBEHHBIM BaJIIOTaM).

OcHOBHBIE COBETHI IO 0€30MacHOM padoTe C INEKTPOHHBIMH JICHHTAMMU:

1. IlpuBsixu K cueTry MOOWIbHBIN TenedoH. DTO caMblil YIOOHBIA U OBICTPBIN
CIoco0 BOCCTAHOBHUTH JOCTYN K cuery. IIpuBsizaHHbIil TenedoH MOMOXKET, €CIIH
3a0yzielllb CBOM IJIATEKHBIM MapoJib WM 3aijielllb Ha CaWT ¢ HE3HAKOMOIO
YCTPOMCTBA;

2. Hcnonws3yih omHopa3zoBble maponu. Ilocie mepexona Ha yCHUICHHYIO
aBTOpU3alMI0 TeOe yxke He OyJeT yrpoKaThb OMacHOCTh Kpakh WIIM IepexBaTa
IJIATEKHOTO MapoJIs;

3.  Beibepu cioxkHBIH mTapoab. IIpecTymHukam OyaeT He MpPOCTO yraaaTh
CIIOXHBIN aposib. HajiexHbIe Maposid — 3TO MapoJi, KOTOPBIC COJCPKAT HE MEHEE
8 3HAKOB M BKJIFOUYAIOT B C€0sI CTPOYHBIC M MPOMUCHBIC OYKBBI, IUPPBI U HECKOIBKO
CHMBOJIOB, TaKWe Kak 3HaK Jojuiapa, (yHTa, BOCKJIMIATEIbHBIN 3HAK M T.II.
Hanmpuwmep, $tROng!;;

4, He BBOJIM CBOM JIMYHBIC JAHHBIC HA CaﬁTaX, KOTOPBIM HC JOBCPACIIDb.



JJIEeKTPOHHAS MOYTA

DIJIEKTPOHHAsA MOYTa — O3TO TEXHOJOTUS W NPEAOCTABISAEMBIE €K YCIYTH IO
MEPECHUIKE U MOJYUYECHUIO 3JIEKTPOHHBIX COOOIIECHUI, KOTOPBIE pacipeaesitoTCs B
KOMITBIOTEPHOM CETH.

OOBIYHO DJICKTPOHHBIM  ITOYTOBBIN SIIIHK BBITJISIUT CICIYIOMMM 00pa3oMm:
UMsI_TIOJIB30BaTEIA(WUMS_JIOMEHA.

Taxxke kpoMe mepegayd MPOCTOTO TEKCTAa, MMEETCS BO3MOXHOCThH IEpeNIaBaTh
(aiisbl.

OCHOBHBIE COBETHI 110 O€30MMacHO# PaboTe C IEKTPOHHOM TTOUYTOM:

1.  Hapgo BeIOpaTh mpaBUJIBLHBIN MOYTOBBIN cepBUC. B MHTEpHETE €CTh OTPOMHBII
BBIOOp OECIUIATHBIX IMOYTOBBIX CEPBHUCOB, OJIHAKO JYyUIlle JOBEPSIThH TEM, KOTO
3HACUIb U KTO NIEPBBINA B PEUTUHIE;

2. He ykaspiBali B JUYHOW mouTe Jdu4yHyr HHPopmanuio. Hampumep, mydiie
BBIOpATh «MY3BIKaJIBHBIN (paHaT@» uin «pok2013» BmecTo «remal3;

3. Hcmomp3yi AByXATamHyI0 aBTOPH3AIIAI0. DTO KOTAa MTOMHUMO TapOJIsl HYKHO
BBOJIUTH KOJ, IPUCHLIAEMbI 10 SMS;

4,  Bpibepu CIOXHBIA Mapoiib. J[JIs KaXI0ro MOYTOBOTO SIIUKA JOJDKCH OBITH
CBOM HAJIC)KHBIM, yCTOMYUBBIN K B3JIOMY I1apOJIb;

5. Ecum ecTh BO3MOXXHOCTh HaMCaTh CAMOMY CBOM JIMYHBINA BOTIPOC, UCIIOIB3YM
3Ty BO3MOXKHOCTh; 6. Mcmoyib3yll HECKOJIBKO MOYTOBBIX SINUKOB. [lepBbIi miist
YAaCTHOM TEPENUCKU C agpecaraMy, KOTOPBIM Thl JOBEPSACHIb. IJTO 3JICKTPOHHBIN
aZpec HE HaJI0 UCIIOJb30BATh IPU PETUCTPAIIUU HA PopyMax U calTax;

/.  He oTkpsbiBail (ailsibl U Ipyrue BIOKEHUS B MUCbMAaX Ja)Ke €CIIM OHU HNPUILIH
OT TBOUX JIPY3€EH.

Jlydiile yTOYHU y HUX, OTIPABIISUIN JI1 OHU T€O€ 3T (PaIIbI;

8.  Tlocne okoHuaHusi pabOTHI HA MOYTOBOM CEPBHUCE MEPE]T 3aKPHITUEM BKIIAIKHU C
caiiToM He 3a0yJb HaXaTh Ha «BbIATHY.



Ku0epOyuiMHI WM BUPTYaJbHOE U31eBaTEILCTBO

KubepOymmuHr — mnpecienoBaHie COOOIICHUSIMH, COJSPKAIMMU OCKOPOJICHUS,
arpeccuio, 3alyruBaHne; XyJIUTaHCTBO; COIMMAIIBHOE OOMKOTHPOBAHUE C TTOMOIIBIO
Pa3IMYHBIX HHTEPHET-CEPBUCOB. OCHOBHBIE COBETHI 110 00phOE C KHOEPOYTHMHTOM:

1.  He Opocaiics B 60i1. JIyumnii cmoco6: mOCOBETOBATLCA KakK ce€0sl BECTH U, €CIH
HET TOT0, K KOMY MOXXHO 0OpaTUThCS, TO BHAaYaje yCIOKOUThCs. Eciiu Thl HaUHeIIb
OTBE€YaTh OCKOPOJICHUSIMH Ha OCKOPOJICHHS, TO TOJBKO €Ie OOJIbIIE Pa30XiKellb
KOH(JIUKT;

2.  Ynpapisii cBoel KuOeppenyTaiue;

3.  AHOHUMHOCTH B ceTH MHUMAasI. CyIIECTBYIOT CLIOCOOBI BBISICHUTh, KTO CTOUT 3a
AHOHMMHBIM aKKayHTOM;

4. He crour BecTHM XyJIUTaHCKUM o0pa3 BHUpPTyadbHON >Xu3HU. HWHTEpHeET
(¢ukcupyer Bce TBOU ACUCTBUS M COXpaHSET UX. YJIaIuTh HX OyJeT KpaiiHe
3aTPyAHUTEIIBHO;

5. CoOmronaii cBOl BUPTYaJIbHYIO YECTh CMOJIOAY;

6. Urnopupyi € IUHUYHBIN HeratuB. (OJHOpPA30BbIE OCKOPOUTEIIbHBIC
coOoOuIeHUs Jydiiie UrHOpupoBaTh. OOBIUHO arpeccus MpeKpamiaeTcs Ha
HAYAJIbHOW CTaJUU;

/. ban arpeccopa. B mporpamMax oOMeHa MIHOBEHHBIMH COOOIIEHHSMH, B
COIMAIBHBIX CETSAX €CTh BO3MOXKHOCTh OJIOKMPOBKH OTIIPABKH COOOIICHUN C
OIPEICIICHHBIX aJPECOB;

8. Ecmm 1B cBuaeTens kubOepOyinuHra. TBOM ACHCTBUS: BBICTYNHUTH MPOTHB
npeciieloBaTelis, MOKa3aTh €My, 4YTO €ro JCHMCTBUA OLIEHUBAIOTCA HETAaTUBHO,
NoJJiepKaTh KEPTBY, KOTOPOW HY)KHA TCUXOJIOTHYECKass TOMOIIb, COOOIIUTH
B3POCJIBIM O (DaKTE arpeCCUBHOIO MOBEJCHHS B CETH.



MoOuabHbI TegaedoH

CoBpeMeHHble cMapThOHBI M IUIAHIIETHI COJEpPXKAaT B ceOE BIOJHE B3POCIIBIM
GyHKIMOHAA, W Tenepb OHM MOTYT KOHKYpPHpPOBaTh CO CTallMOHAPHBIMU
KoMmmberoTepamMu. OgHAKO, CPEJICTB 3AIMMUTHI JIJIS IMOJO0HBIX YCTPOUCTB MOKA OYECHB
MaJIo.

TecTrpoBaHUE U MOUCK YS3BUMOCTEN B HUX MPOUCXOIAUT HE TaK MHTEHCUBHO, KaK
s TIK, To ke camoe kacaeTcsi 1 MOOUJIBbHBIX TPUIIOKEHUH.

CoBpeMeHHBIE MOOWIBHBIE Opay3epbl yKe IPaKTUYECKH JIOTHAJd HACTOJIBHBIC
aHaJIOrY, OJTHAKO paciInpeHre PyHKIIMOHAJIA BIIEUYET 3a CO00i OOJIBIIYIO CI0KHOCTh
M MCHBINYIO 3allUIIeHHOCTh. JlaJeko He BCe NPOUZBOAUTEIN BBITYCKAIOT
0OHOBJICHNS, 3aKPHIBAIOIINE KPUTHUECKHUE YSI3BUMOCTH JIJIST CBOMX YCTPOUCTB.

OcCHOBHBIE COBETHI JJI 0€30MaCHOCTH MOOMIILHOTO TeneoHa:

1. Hwudyero He sABISIETCS MO-HACTOSIIEMY O€CIUIaTHBIM. Byab OCTOpOKEH, BEIb
Korja Tebe mpeiararoT OecIuIaTHBI KOHTEHT, B HEM MOT'YT OBITh CKPBITHI KaKHEe-TO
IJIaTHBIE YCIYTH;

2.  Hymaii, mpexe uem otnpaBuTh SMS, ¢poTo unu Buieo. Thl TOYHO 3HACIIID, TIC
OHU OyIyT B KOHEUHOM UTOTE?

3. Heobxoaumo 0OHOBIIATH ONEPAIMOHHYIO CUCTEMY TBOETro cMapT(dOHa;
4.  Hcnonb3yi aHTUBHUPYCHBIEC MPOTPAMMBI JIJII MOOMIIBHBIX TEIe()OHOB;

5.  He 3arpyxail IpHIOKCHHS OT HEM3BECTHOI'O HCTOYHHKA, BEIb OHH MOTYT
coJiepKaTh BPEIOHOCHOE IPOrPaMMHOE 00ECTICUCHHUE;

6. Ilocne Toro, Kak Tl BBIMIEIIL C caiiTa, IJe BBOAWI JIMYHYIO WH(POpPMAIHIO,
3aiiIu B HACTPOWKHU Opay3epa u yjanu cookies;

7. Ilepunonnyecku ONpoBEpsii KakKUe IJIATHBIC YCIYyTHM aKTUBUPOBAHBI HAa TBOEM
HOMEpE;

8. Jlamaii cBoii HOMEpP MOOWJIBHOTO TenedoHa TOIBKO JIOJASM, KOTOPBIX ThI
3Haellb U KOMY JOBEPSCIIIb;

9. Bluetooth momkeH OBITH BBIKJIIOYEH, KOTJa Thl UM HE MoJib3yeribes. He
3a0bIBall HHOTIA TIPOBEPATH ITO.



Online urpsi

CoBpeMEHHBIE OHJIAMH-UTPBI — 3TO KPAacCOYHbIC, 3aXBaThIBAIOIIWE PAa3BIICUCHUS,
00BbEIMHSIONINE COTHU THICSIY YETIOBEK M0 BceMy Mupy. Urpoku uccienyroT TaHHbIN
UM MHUP, OOIIAIOTCS APYT C IPYTOM, BBITIONHSIOT 3aJaHus1, CPAKAIOTCSI C MOHCTPAMHU
Y TIOJYyYarT ONBIT. 32 YIOBOJILCTBUE OHH IUIATAT: NMOKYHNAKOT AUCK, OIIAYUBAKOT
a00OHEMEHT WM NPUOOPETAIOT KaKUe-TO OMITUH.

Bce aTu cpenctBa MayT Ha MOAJNEPKAHUE M PA3BUTHUE WIPHI, 4 TAKXKE Ha camy
0€30IaCHOCTh: COBEPIICHCTBYIOTCS CUCTEMBbI aBTOPH3AlIMM, BBIITYCKAIOTCS HOBBIC
natyu (IudpoBbIe 3aIIATKU JJI IPOTPAMM), 3aKPHIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B momo0GHBIX WTpaxX CTOMT OIAacaThCs HE CTOJBKO CBOMX COMEPHUKOB, CKOJBKO
KpaXH TBOETO MapoJisg, HA KOTOPOM OCHOBaHAa CHCTEMa aBTOPH3AIIUH OOJIHBIITMHCTBA
Urp.

OCHOBHBIE COBETHI 10 0€30MaCHOCTH TBOETO HUI'POBOT'O aKKAYyHTa:

1. Ecmu apyroit urpok BeaeT ceOs IJI0OXO WM CO3JacT TeOe HENpPUSITHOCTH,
3a0JIOKUPYH €r0 B CIIUCKE UTPOKOB;

2. HOH(&HYﬁCH AIMHUHUCTPATOpAM HI'PbI HaA IINIOXOC ITOBCACHHUC OTOI'O HUI'POKA,
KCJIATCIIbHO IIPHUJIOKUTH KaAKHC-TO A0KA3aTCIbCTBA B BUJC CKPHUHOB,

He yka3zpiBait muuHyto uHGopMaiuio B npodaiiie urpsi;
YBaxkal Ipyrux y4aCTHUKOB 110 UTPE;

3
4
5.  He ycranaBnuBaii HeopuIIMATIbHBIE TATYN U MOJBI;
6. Hcnonb3yi CIoKHBIE U pa3HbIC APOJIH;

y

Jlaxce BO BPCMsI UTPBI HC CTOUT OTKJIFOYATh AHTUBUPYC. IToka ThI HUIpaciib, TBOU
KOMIIBIOTCP MOT'YT 3apa3nTh.



@OUIIMHT 1IN KpaKa JIHYHBbIX JaHHbIX

OObIYHOM Kpaxel AeHer W JOKYMEHTOB CEroJHSl YK€ HHKOIO HE yAWBUIIL, HO C
Pa3BUTUEM HHTEPHET TEXHOJOTHH 3JI0YMBIIIJICHHUKN IEPEMECTUIINCH B UHTEPHET, U
MPOJIOJHKAIOT 3aHUMATBCS «ITFOOUMBIMY JIEJIOM.

Tak mosiBHIIach HOBasi yrpo3a: MHTEPHET-MOIIEHHUYECTBA WM (DUIIMHT, TJIaBHAS
1[e€JIb KOTOPOTO COCTOUT B MOJyYEHUU KOHPUACHIIMATBHBIX TaHHBIX MOJIH30BaTENICH
— JIOTUHOB U maposieil. Ha anrnuiickom si3eike phishing untaercst kak ¢puiuHr (0T
fishing — pe10Has noBisg, password — maposs). OCHOBHBIE COBETHI IO OOphOE C
(pummrHrom:

1. Cnenu 3a cBOMM akkayHTOM. Eciu Thl moJi03peBacliib, YTO TBOSI aHKETa OblLia
B3JIOMaHa, TO HEOOXOJAMMO 3a0JIOKUPOBATh €€ U COOOIIUTHh ATIMHUHHCTPATOpaM
pecypca 00 3TOM Kak MOKHO CKOpEE;

2. Hcnonb3yit Oe3omacHbie BeO-CalThl, B TOM 4YHUCJE, WHTEPHET-MAara3uHoB U
MTOUCKOBBIX CUCTEM;

3.  Hcnonw3yii Cl10KHBIE U pa3HbIe Mapoiau. TakuM o0pa3om, eciid Te0s B3JIOMAIOT,
TO 3JI0YMBINIJIEHHUKH MOJIy4YaT OCTYH TOJIHKO K OTHOMY TBOEMY MpO(]HIIIO B CETH,
a HE KO BCEM;

4,  Ecnm Te0s B3JIOMaH, TO HEOOXOANMO MPEAYNPEIUTh BCEX CBOUX 3HAKOMBIX,
KOTOpBIE J0OaBJIEHBI y TE€OS B APY3bAX, O TOM, YTO T€OS B3JIOMAJU U, BO3MOXHO, OT
TBOETO UMEHM OYJIET pacChlIaThCs CIIaM U CChUIKUA Ha (PUIIMHTOBBIE CANTHI;

5. Ycranou HazaexHbii naposb (PIN) Ha MoOUIIbHBIN TenedoH;
6. OTkiIr04YM cCOXpaHeHHe mapoiisd B Opaysepe;

/.  He oTkpbiBail (hailsibl U Ipyrue BIOKEHUS B MUCbMAaX JaXke €CIIM OHU MPUIILIH
OT TBOUX Jpy3el. JIydiile yTouHU y HUX, OTOPABIISIINA JIU OHU T€O€ T (paJIbl;



Mudposas penyranus

[udposas pernyranusi - 370 HEraTUBHASA WM MO3UTHUBHAas MH(OpMaIus B CETH O
tebe. Kommpomerupyromias uHbOpMalyds pa3MeliecHHass B HHTEPHETE MOXKET
CEPBhE3HBIM 00PA30M OTPA3UTHCA HA TBOCH pealbHON KU3HHU.

«IudpoBas pemnyrauus» - O5TO TBOW HUMHIK, KOTOpbI Gdopmupyercs wus
uHpopmanu o Tebe B HHTEepHETe. TBOE MECTO >KHUTENbCTBA, Y4YeOBbI, TBOE
(bHUHAHCOBOE IOJI0KEHUE, 0OCOOCHHOCTH XapaKTepa U pacCKa3bl 0 OJIM3KHUX — BCE ITO
HaKaIUTMBAETCS B CETH.

MHorue mMOAPOCTKH JIETKOMBICIGHHO OTHOCSTCS K MOyOJMKAaIluM  JTUYHOM
nHpopmaruu B MHTEpHETE, HE TOHUMAs BO3MOJKHBIX MOCIEACTBHM. ThI JakKe HE
CMOXEITb J0TagaThCsi 0 TOM, 4TO doTorpadus, pa3MerieHHas 5 JeT Ha3ala, cTaia
MIPUYMHON OTKa3a NPUHATH T€Os HA PadoTy.

KomMmeHTapuu, paszmenieHue TBoux ¢oTorpaduii U Japyrue ACHCTBUS MOTYT HeE
HCUYE3HYTh AXKE MOCIE TOr0, KaK Thl MX YJAJUIIb. Thl HE 3HACIb, KTO COXPAHUI 3Ty
uH(popManuio, monaja Jd OHa B MOWCKOBBIE CHCTEMbl M COXpPAaHWJIACh JIU OHA, a
[JIABHOE: YTO MOYMAIOT O TEOE OKPYKAIOIIEEe 011, KOTOPBIE HAUIYT U YBUJIST 3TO.
Haittu uHdOpMamuio MHOTO JIET CHOYCTS CMOXET JI000H — Kak U3 J0OphIX
noOYy>XI€HUM, TaK U C HAMEPEHHEM MMPUUYUHUTH Bpell. ITO MOXKET ObITh KTO YT'OJIHO.
OcHOBHBIE COBETHI 110 3alTUTe IU(PPOBOI penmyTaIuu:

1. Tlomymaii, mpexae 4eM 4TO-TO IMyOJIUKOBATh U TIEpeaaBaTh y ceOs B OJ0re niu
B COLIMAJILHOM CETH;

2. B mnacTpoiikax mpoduis yCTaHOBU OTpaHUYCHUS Ha IPOCMOTP TBOETO PO s
U €r0 COJIEPKUMOTO0, CAETAN €0 TOJIBKO ISl APY3EN»;

3. He pa3Mmemaii u He yka3pBail MH(pOpPMAIIUIO, KOTOpask MOXKET KOTO-IH0O0
OCKOPOJISITh UJIA OOMKATh.



ABTOpPCKOE NIPaBo

CoBpeMeHHBIC MIKOJIBHUKH— aKTUBHBIC IMMOJB30BATEIM ITU(POBOTO MPOCTPAHCTBA.
OnHako maleko HE BCE 3HAKOT, YTO TIOJIb30BAHME MHOTUMHU BO3MOXKHOCTSMH
nudpoBoro mMupa TpeOyeT COONIOACHUS TIpaB Ha  HHTEIJICKTYyaJbHYIO
COOCTBEHHOCTb.

TepMuH «MHTEIEKTyalbHasi COOCTBEHHOCTHY OTHOCUTCS K Pa3IUYHBIM TBOPEHUSIM
YeJI0OBEYECKOTO yMa, HauMHasi C HOBBIX M300pETEHHIl U 3HAKOB, 0003HAYAIOIIUX
COOCTBEHHOCTh Ha MPOJYKTHI U YCJIYTH, U 3aKaHuMBas KHUTamu, ¢oTorpadusimu,
KUHOPUIbMaMU U MY3bIKaJIbHBIMU MTPOU3BEACHUSIMU.

ABTOpCKHE TIpaBa — OTO IIpaBa Ha MHTEIUICKTYAJIbHYI0 COOCTBEHHOCTh Ha
MIPOU3BEACHUS HAYKH, JUTEPATYPbI U UCKYCCTBA.

ABTOpPCKME  TIpaBa  BBICTYNAKOT B  KA4eCTBE  TapaHTUM  TOrO,  YTO
MHTEJJICKTYaIbHBIA/TBOPUECKUM TPYJ aBTOpa HE OyJeT HampacHbIM, JAacT €My
CIpaBeIMBbIE BO3MOKHOCTH 3apab0TaTh Ha PE3ybTaTax CBOErO TPYy/Ad, MOIYUUTh
W3BECTHOCTH U NIPU3HAHUE.

HukTo 6e3 paspelieHus aBTOopa HE MOXKET BOCIPOU3BOIUTH €T0 MPOU3BEICHHUE,
pacnpoCTpaHsTh, MyOJIUYHO JIE€MOHCTPUPOBATH, MPOJIaBaTh, HWMIOPTUPOBATH,
MycKaTh B MPOKAT, MyOJMYHO HCHOJHSITH, MOKa3bIBATH/UCIOIHATh B dpUpE WU
pa3Memiars B IHTEpHETE.

Hcnonb30BaHue «MUPATCKOr0» MPOTPAMMHOIO OOECIEUECHUS MOXKET MPUBECTH K
MHOTHMM PHUCKaM: OT MOTEPHU TAHHBIX K TBOUM aKKayHTaM J10 OJIOKUPOBKH TBOETO
YCTPOMCTBA, TJI€ YCTAHOBJICHHBIM HE JierajbHas Iporpamma. He cTout Taxxke
3a0BIBaTh, YTO CYIIECTBYET JIETAJIbHBIC U OECIUIATHBIE IPOTPAMMbI, KOTOPHIE MOKHO
HAWTH B CETHU.



